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Abstract:
The Internet of Things (IoT) and mixed reality are now
among the most important areas in research or in
practice. The aim of this paper is to propose an appropri‐
ate way of connection of these two areas, where is pos‐
sible to control and monitor mechatronic devices using
a mobile device with augmented/mixed reality support.
The main task will be to explore these options in the area
and implement this solution as prototype. The proposed
methodology for control and diagnostics of mechatronic
devices ismodern as it combines hardwaremanagement,
Unity engine for mixed reality development, and commu‐
nication within the IoT network.

Keywords: Mechatronic system, Mixed reality, Augmen‐
ted reality, QR code, System control, Cloud

1. Introduction
Actual trend in the industry is Industry 4.0 ‑ also

called as fourth industrial revolution. It is a collective
name for current automation, exchanging of data and
manufacturing technologies. It can be de�ined as a col‑
lective name for concept and technologies for organi‑
sing value chain,which bonds Cyber‑Physical Systems,
Industrial Internet of Things and Internet of Services.
Industry 4.0 recognises manufacturing units as com‑
plex distributed systems made by ”smart” partial in‑
tegration of individual autonomous subsystems. The
integration is provided by appropriate communica‑
tion of each other based on actual demand, activity
coordination and coordination between autonomous
subsystems. Communication standardOPCUni�iedAr‑
chitecture (OPC UA), virtual and mixed reality belong
to the new emerging technologies that are used in ap‑
plications for Industry 4.0.

Automation, communications, informatics and ar‑
ti�icial intelligence (A.I.) remain the key disciplines
of the 21st century solving many inconveniences and
bringing forth all the comforts in life. Industrial manu‑
facturing processes become more and more complex.
The marriage of innovative manufacturing processes
and advanced automation techniques connected with
information and communication technologies, data,
and analytics is driving force of the present indus‑
trial revolution. Nowadays manufacturing industry
has been facing several important challenges, inclu‑
ding performance of production and sustainability.
These challenges are sourced from many real needs
and factors such as an aging workforce, changes in
the landscape of global manufacturing and adaption

of smartmanufacturing by implementing advanced in‑
formation and communication technologies and smart
control methods in manufacturing and industrial pro‑
cesses. The Industry 4.0 methodology is a present dri‑
ving force at the core of the industry development, and
represents the realization and naming of great chan‑
ges in the present industry. These changes include
digitization, mechatronization, automation and infor‑
mation and communication technologies integration
at all levels of services and process control. Industry
4.0 represents the 4th industrial revolution in manu‑
facturing industry.

The term Industry 4.0 is mainly used in Europe. In
China you can �ind the strategy called ”�ade in China
2025”. In USA it is also called as ”Industrial Internet
of Things (IIoT)” which highlights one of the main as‑
pects of this revolution.

The 4th Industrial Revolution (Industry 4.0) is ba‑
sed on the following paradigms:
‑ Interoperability ‑ is the capability of integration and
cooperation of smart machines, intelligent methods
and human beings to interact through Internet of
Things (IoT), Internet of Services (IoS) and Indus‑
trial Internet of Things (IIoT).

‑ Virtualization ‑ is creation of a virtual model (or
copy) of an smart factory. Virtualization uses real
data obtained from real plant applied to the smart
factory model for decisions and control.

‑ Decentralization ‑ is the capability of each machine
to carry out operations and decentralized (autono‑
mous) control, and to make quali�ied smart decisi‑
ons on each subprocess for enhancing process pro‑
duction.

‑ Real time (RT) ‑ data collection and analysis. Smart
production control requires data to be collected and
examined in real time. Based on the information col‑
lected, real‑time smart control and decision‑making
approaches can be used for optimization and re‑
con�iguration, take into account failures and �ind
ideal solutions such as component and device er‑
rors, transfer of production, etc.

‑ Service oriented communication and information
exchange ‑ over the IoT / IIoT, providing data / in‑
formation / knowledge to other parties of the com‑
pany’s services.

‑ �odularity and recon�igurability ‑ The capability of
an smart business to �lexibly adapt to the production
situation by changing software and hardware mo‑
dules, module sharing, and recon�iguring processes
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(multi criterial and multi variant optimal smart de‑
cisions).

Currently, computer networks are no longer just
for connecting conventional computers like they once
were. Their purpose gained a new dimension when
mobile devices and embedded systems began to con‑
nect to these networks. At present, these boundaries
are shifted to the level of connection of individual sen‑
sors, various household appliances, and even autono‑
mous cars to the network [4]. This expansion of con‑
nected devices has also happened because of the rise
of microcomputers like Raspberry Pi, DragonBoard,
and similar prototyping solutions. At the same time,
people begin to realize the value of data that these
sensors generate. They can help us streamline proces‑
ses in industry and services or make life easier with
smart home solutions. As a result, the emergence of
new types of networks such as Internet of Things (IoT)
are needed. The concept of IoT can be found at almost
every conference in the �ield of information and com‑
munication technologies or in scienti�ic articles [6],
[3], [8]. The Gartner company makes regular analy‑
zes and research into the use of various technologies.
Earlier in 2017, an analysis was made that states that
IoT will have up to 20.5 billion connected devices in
2020 [11]. These paradigms would not take place wit‑
hout the development of new networks, data trans‑
mission protocols and the necessary software tools. At
present, IoT devices are controlled by console, web,
or mobile applications. Using these conventional met‑
hods of controlling IoT devices in a small room can
be quite simple. Because the list of devices is on one
screen, we can see and set properties almost instantly.
But if there are multiple rooms or buildings, the seg‑
mentation of these devices may be totally unclear and
cumbersome. Here is the opportunity to use current
trends andmodern technologies in the �ield of virtual,
augmented and mixed reality. These technologies are
able to put digital objects into the real world. Their
convenience lies in the fact that objects from the real
world are enriched with information relevant to the
given object that one is looking at. This camera stream
processing is real‑time.

Mixed reality can now be developed and tracked
with compatible headset ‑ such as Microsoft HoloLens
or compatible mobile devices (smartphones and ta‑
blets) from both leaders in the segment ‑ Google An‑
droid and Apple iOS. The implementation of the pro‑
posed project involves the use of mobile devices for
their wide availability ‑ whether for household or in‑
dustry. Compatible headsets are currently not suita‑
ble for this purpose, as businesses (especially small
and medium‑sized ones) are often unwilling to in‑
vest in these headsets. The proposed methodology
for controlling and diagnosing IoT devices is modern
as it combines hardware management, a 3D engine
for mixed reality development, and communication
within the Internet of Things network ‑ all areas ofme‑
chatronics. The proposed solution is unique and will
contribute to the scienti�ic �ield of mechatronics.

2. Computer Generated Reality
2.1. Virtual Reality

Virtual reality (VR) is a term that is mentioned in
various areas, not only in information and commu‑
nication technologies. Films like Matrix have brought
virtual reality from the sci‑�i world to the humanmind.
Examples of virtual and extended reality are becoming
more and more real‑life, from military air simulators
to simple smartphone applications. Everyone canhave
their own idea of virtual reality, so it is necessary to in‑
troduce a suitable de�inition.

Virtual reality consists of an interactive computer
simulation that senses the state of the user and repla‑
ces or extends sensory feedback information to one or
more senses in such a way that the user gets a feeling
of being immersed in the simulation (virtual environ‑
ment).
2.2. Augmented Reality

Augmented reality (AR) is an overlapping of con‑
tent in the realworld, but this content is not embedded
or part of it. The content of the real world is not capa‑
ble of responding to computer‑generated content [1].
Augmented reality is therefore a live, direct or indirect
view of a real world that is complemented by com‑
puter generated (CG) elements such as audio, video,
graphics, or GPS data. Augmented reality is a layer of
content above the real world, and this content is not
anchored to this world or its part. As has been said,
elements of the real world and CG content can not re‑
act with each other.

The purpose of Augmented reality is to improve
user perception and improve its effectiveness through
additional information. The user retains awareness of
the realworld, but in an ideal extended reality itwould
not be able to recognize the difference between infor‑
mation from the real world and the virtual world.

Fig. 1. Augmented reality example [5]

2.3. Mixed Reality
Mixed reality (MR) is an overlap of the real world

with synthetic content that is embedded in it and in‑
teracts with the real world. The key feature of MR is
that real‑world synthetic content and content can re‑
spond in real time to one another. Mixed reality is thus
a combination of the real world and the virtual world,
creating a new environment and visualization where
physical and digital objects coexist and interact with
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each other in real time. Mixed reality is the layer of ar‑
ti�icial (digital) content in a realworld that is anchored
and interacts with the real world. An important fact is
that, in the case of mixed reality, advancedmapping of
the environment is required for the placement of ad‑
ditional CG elements.

If information is to be successfully combined, vir‑
tual objects must act physically in a suitable way. If a
real and virtual object collision occurs, both must re‑
spond appropriately. In addition, virtual objects must
overlay the view of real objects and also shadow on
them. All this can only be achieved by a precise model
of real and virtual environments.

Fig. 2.Mixed reality example [5]

The �irst hardware for mixed reality, currently the
most advanced device of the segment, is Microsoft Ho‑
loLens. The problem is still a relatively high price, but
there is also an emulator for development.

Fig. 3.Mixed reality spectrum [5]

Based on the information we have mentioned,
mixed reality seems to be the most exciting. However,
it is possible to imagine the future in which synthe‑
tic content will be able to react in some way and even
communicate with the real world [1].

3. Internet of Things
Internet of Things is currently a very widespread

term in the �ield of modern information and commu‑
nication technologies. This issue is the subject of vari‑
ous debates as its deployment in industry and services
brings aboutmoreeffective action, but it also raises va‑
rious issues, such as safety. Thus, IoT concerns almost
all �ields of human activity [9].

In general, IoT can be de�ined as a set of physical
objects (or things) embedded in electronics, software,
sensors and connected devices that are connected to‑
gether in the network to allow data exchange with
other interconnected devices to achieve higher value
and more services for users. These IoT devices create
a linked network inwhich each is uniquely identi�iable

with a unique IP address and capable of communica‑
ting with existing network infrastructures.
3.1. Iot Requirements

Themain IoT requirements are based on the above
objectives. An IoT architecture must enable:
‑ data / information / knowledge collection,
‑ data / information / knowledge storage,
‑ data / information / knowledge analysis,
‑ results sharing,
‑ safety.

Important requirements include interoperable
and ef�icient data transfer and sharing, and therefore
the choice of a suitable communication standard and
data model. Another requirement for IoT systems is
the processing of large volumes of data generated by
IoT devices. From the point of view of user, it is also
important that the solution is simple to deploy, easy
to integrate with other applications and systems, and
to achieve a clear organization and presentation of
the processed data.

4. Related Work
In the paper [10], the authors presented the Aug‑

mented Things concept, where computer objects con‑
tain all the information needed to track and expand
the information required by AR applications. This al‑
lows the user to connect to them, retrieve information
using their mobile device, and get expanding informa‑
tion like, for example, maintenance, device, or usage
information. The authors have created also a simple
3D framework that allows you to track objects using
high quality 3D high resolution scans.

Fig. 4. Augmented Things objects contain and share
their AR information [10]

Phillipe Lewicki has attempted to create a demon‑
stration program to help control the Philips Hue light
bulb using the Microsoft HoloLens device as seen in
Fig. 5. He realized that today’s solutions allow you to
control the bulbs using the mobile application they
need to open, to �ind a particular room, and then a par‑
ticular bulb. Often, such applications are limited be‑
cause smart bulbs containmore features than just turn
on / off.
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Fig. 5. Application for HoloLens, enabling color
adjustment of light [10]

Thanks to the HoloLens on the head, it was only
possible to look at the light and turn it into a simple
gesture or change the color of the light. It was faster
than a wall switch [5].

Fig. 6 showsProof of Concept (PoC)bydesigner Ian
Sterling and software engineer Swaroop Pala. Their
concept shows how smart devices could be controlled
by gestures. The task of this project was to provide a
3D user interface with Android Music Player and Ar‑
duino light fan [2].

Fig. 6. Light control using HoloLens and Arduino
devices [5]

5. System Proposal
The diagram of the proposed system can be seen

in the Fig. 7.
System description:

1) At the beginning of the system is mixed reality de‑
vice which is able to analyze data stream from ca‑
mera and detects QR code.

2) Application can connect to identical object in the
cloud.

3) Data from the device sensors are sent to the cloud.
4) Mixed reality application gets information about

device and shows tailored user interface.
5) The user can interact with that device using mixed

reality experience.
6) It is possible to send some control commands to

the cloud.

This system can be decoupled into several compo‑
nents described in subsections below.

Fig. 7. Diagram of system proposal

5.1. Camera Device With Mixed Reality Support and
Computer Vision Tools
The best option for mixed reality experiences no‑

wadays is smartphone when comes to price or avai‑
lability for masses. Basically, there are two options:
Android system with ARCore SDK or iOS with ARKit
SDK support. ARKit SDK was chosen because of gre‑
ater support of functions needed for this project. For
example, like persistent content or 3D object recogni‑
tion in recently announced ARKit 2.

At �irst it has to be created softwarewhich can ana‑
lyze video stream from smartphone camera and de‑
tects physical objects. ARKit can be used with support
of framework Vuforia inside Unity 3D editor, which
helps a lot with software development. The main fea‑
tures of Vuforia SDK isMulti Target detection, User De‑
�ined Targets or Cloud Recognition.
5.2. Software Platform for IoT

OPC is currently the most advanced standardized
data exchange process for automation technology. It
allows the collection and transmission of data in a uni‑
�ied form from various devices, control systems and
applications throughout the organization. The design
of this standard allows mapping almost all industrial
data into the OPC data structure. OPC UA is an enhan‑
ced version of the OPC standard that has a uni�ied ar‑
chitecture that makes it a platform‑independent pro‑
tocol. In addition, it has built‑in security mechanisms
and applications are fully scalable frommicrocontrol‑
lers to corporate servers.

OPC UA organization offers industrial standard
OPC UA (Open Platform Communication Uni�ied
Architecture) for interoperability and horizon‑
tal and vertical integration of information from
sensors/actuators/machines to ERP (Enterprise
Resource Planning). Firstly, OPC UA was focused only
on the needs of industrial automation, but OPC UA
is independent of vendors and operating systems,
and it quickly became an appropriate solution for
interoperability for other ”markets and domains”. Ma‑
nufacturers’ machines and equipment are ”described”
in the OPC UA by data structures and interfaces, and
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then security credentials are con�igured. The various
network transport mechanisms are integrated for
data and information transfer for the level of operati‑
onal management for both information technologies
and cloud solutions, so that the best mechanism is
chosen for the different scenarios. OPC UA technology
has been recommended for communications techno‑
logy in German Industry 4.0. The German Federal
Intelligence Agency (BSI) has thoroughly analysed
data security in the OPC UA, resulting in very positive
reviews. Many other organizations have used the
possibility of modelling and OPC UA con�irmed the
continuous integration of information between previ‑
ously incompatible systems. This leads to the removal
of barriers to small and medium‑sized enterprises in
setting up and expanding industrial communications
in the context of Industry 4.0.

An example of addressing the issue of uni�ied com‑
munication is also the cooperation of the VDMA Ma‑
chine Vision (Mechanical Engineering Industry Asso‑
ciation) and OPC Foundation. Machine vision systems
have become an indispensable part of industrial pro‑
duction.

No other current component in the production
process collects such data as machine vision. This re‑
sulted in the socalled ”OPC UA Machine Vision Com‑
panion Speci�ication” to create a standard for commu‑
nication and networking of camera systemswithin In‑
dustry 4.0.

The vision of the OPC Foundation is to offer a
multi‑domain platform for interoperability and data
exchange from sensors to enterprise systems mana‑
gement. OPC UA is more than just a protocol. OPC UA
is rather a framework for the representation and ex‑
change of object‑oriented data and information.

5.3. IoT Prototyping Hardware Kit

There were many options for prototyping devices
from single hardware to complex IoT kits. It was not
easy to �ind IoT kit which meet system re�uirements
the most.

BigClown is a modular hardware and software sy‑
stem that allows to prototype and build real‑world te‑
lemetry, automation and other applications including
IoT. BigClown can be imagined as a set of components
with a single interface that can be connected together
depends on application needs.

The core of each device is the so‑called Core Mo‑
dule. It is powered by a single core CPU with the
Cortex‑M0�, speci�ically STM32�083C�. This chip was
chosen for a number of reasons: it is proven and used
ARM CPU from STM32 series, has a very low con‑
sumption (which is important for powering the nodes
from battery), has integrated USB with ROM bootloa‑
der, enough number of interfaces, (Flash, RAMand EE‑
PROM), and above all, it has two cryptographic compo‑
nents: TRNG (True Random Number Generator) and
AES‑128 computing accelerator [7].

Fig. 8.Whole BigClown ecosystem [7]

6. Conclusion
The upcoming trend Internet of Things has an im‑

pact not only on applications for various services, hou‑
seholds and intelligent buildings, but also signi�icant
impact on industry and industrial production. The ap‑
plication of IoT principles in industry is called In‑
dustrial Internet of Things (IIoT), where in this case
instead of interconnected devices is used individual
machine parts or their sensors and actuators, as well
as sensors and actuators for HVAC (Heating, ventila‑
tion, and air conditioning) security. Device intercon‑
nection should be wireless in particular and should
bring new interaction capabilities not only between
systems, but also bring new capabilities to control,
track and secure advanced services.

This proposal of interconnection IoT andmixed re‑
ality can bring new form of Human Machine Interface
which can save time for users or companies.

The futureworkwill focus ondeveloping such a so‑
lution with technologies mentioned before.
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